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FOREWORD

The Statistics and Research Centre (SRC) of the Ministry of Health & Prevention
(MOHAP) have prepared this Enterprise Data Governance document which
essentially describes the implementation of Data Governance across all the constituent
departments of the MOHAP.

This document contains information about the below aspects pertinent to Data
Governance;

Current Data Architecture in MOHAP

Key Roles & Responsibilities across the organization

Data Governance : Framework , Ownership and Policies

Data Quality : Dimension, Management Process, General Issues & Activities to
overcome the issues, Metadata management

Data Security & Protection : Key CIA Aspects, Protocols, Laws, Policies and
Data Confidentiality

ISO Certifications achieved by MOHAP related to Data Security and Data Quality

The rationale behind presenting this document is for obtaining a holistic view of the

enterprise level Data Governance structure in MOHAP. Since there exists a copious

amounts of UAE Citizensd Healthcare Data that
departments and facilities in MOHAP , It is imperative to have a central structure in

place that will govern the way data is collected, processed, stored and shared with

utmost quality, efficiency and security.

As a central Data Governance body of MOHAP, |
ensure successful implementation and continuous improvement of the defined

framework and activities mentioned in the document. We appreciate the support and co-

operation of all our fellow MOHAP departments in embracing all the concepts and

existing structures described here to help us collectively achieve the ultimate goal of

secure and robust data management.
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3. INTRODUCTION

3.1 Executive Summary

Data Governance is the need to effectively manage and integrate vast and often
disparate volumes of business data in order to be able to extract competitive information
in a timely manner. The governance enabler is the means by which a healthcare entity
provides data analytics capability and stewardship. The MOHAP has a comprehensive
Enterprise-Wide Data Governance Framework which serves to govern the vast and rich
amounts of diverse data present across the numerous departments of the ministry.
Each of the departments abide by the Data Governance and Management framework
as defined in this document.

3.2 Purpose

The purpose of this document is to provide an overview of the entire Data Governance
processes currently present in MOHAP. These standards are intended to break

down data silos across the multiple departments within MOHAP thereby fostering a
centralized data architecture and harmonization of the data through a collaborative
process with internal and external stakeholders.

3.3 MOHAP Overview

MOHAP is the federal healthcare regulatory authority in the United Arab Emirates. It
introduces, updates, and implements healthcare policies that are followed across all the
clinical facilities in the country. It aims to promote the health of the community through
the provision of comprehensive and innovative health services in fair and global
standards and to play the regulatory and supervisory role in the health sector through
sophisticated and integrated health legislative system. Below are the Mission and Vision
of the organization.

Mission
To enhance community health by VI S i 0 n

providing comprehensive, innovative, and

fair healthcare services as per ) )
An effective and sustainable Healthcare

System for a happy society.

international standards, and performing
its role as a regulator and supervisor of
the healthcare sector through a modern
and integrated health legislative system.

Figure 1 - MOHAP Mission and Vision
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4. DATA ARCHITECHTURE (CURRENT SITUATION)

4.1 Overview

The below diagram demonstrates the current Data Architecture in MOHAP
encompassing the interconnected department-wise Data Systems, Activities performed
on data acquired from these systems and ultimate use of the final data.

MOHAP CURRENT AS-IS DATA ARCHITECTURE

\ = ?O Access prviLEGES (?3
USER AUTHENTICATION MONITER & AUDIT
LOCAL SYSTEMS |\ 28 R :reowssons
(Internal) I\
STORE MOHAP INTERNAL
GOVT SYSTEMS | LICENSING \ © STORE USERS
(External) LAAUE \ oy
\ @ FINAL
e \ B i~
‘ : ANLYTICS &
\ DEPARTMENTS- BUSINESS VISUALIZATION

DATA OWNERS OWNER

DRUGS \
SYSTEM m —,—> sTATISTICS \ @
- s = [7* E ?_’ REGISTRY \
§ T DATA >
INJURY [ — Z
DATA o / |:> | »  NHADATA =
B MOHAP-IT MOHAP-SRC DATAMARTS N ——
! m
f I I %
HR SYSTEM / @ @
/ =
w
/ i B e m
DISEASE / — | /
REGISTRY / DATA / EXTERNAL DATA
i 5 | MANAGEMENT . F=-© | USERS .
DAl DATAOWNER DATAMODELS & i = /
LR seoure sammo Sy eusnessroes [ 3 DATA LINEAGE
OTHERDATA ¢

‘OPEN DATA

Figure 2 - MOHAP Data Architecture (AS-IS)

Stage 1

Data from various Systems internal and external to MOHAP are extracted and stored in
designated system-specific Databases which are governed entirely by MOHAP-IT
department. However the ultimate Data Ownership of these data sets lies with the
MOHAP - Statistical and Research Center (SRC) department. This is considered as the
STAGING area of the system-wise data in databases.

Stage 2

The databases present in the MOHAP-IT ecosystem are governed by experienced
Database Administrators who undertake data management protocols related to secure
storage & sharing, data protection and availability, back-up and recovery, database
tuning etc. Additionally, The MOHAP-IT Security and Quality team ensure that officially
documented Data Security & Quality Policies are actually implemented.
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Stage 3

Thereafter if any MOHAP-Department needs the data from these databases, then their
officially appointed Business Owners either directly extract data from the system or the
IT team extracts and shares the data (in the form of raw data or report excels file) with
them. This data is then securely stationed in the official Shared-Folder servers created
by MOHAP-IT. This is considered as the FINAL STAGING area of the system-wise data
in databases.

Stage 4

Similar to Stage 2, the data on the department-specific shared-folder servers is severely
scrutinized. Designated Data Analysts and Business Owners perform elaborate set of
Data Quality Measures (Highlighted in section 7.5-Activities ) to ensure the final data
present with each department is accurate , conforming to requirements , clean and
ready to be disseminated.

Stage 5

The final subject-specific data across clinical, statistical and operational areas present
with each department is then utilized for research, analytics, dashboarding, Key
Indicator calculations , reporting and various other purposes.

Centrally, MOHAP - Statistical and Research Center (SRC) department is responsible
for the UAE-LEVEL data dissemination of the aforementioned final data with both
internal and external entities (public and private institutions).

For reference, Comprehensive list of Data Systems in MOHAP along with their
Department Owner and corresponding Business Owner, Data Usage and Integration
network (internal and external) are present in the Appendix section - 9.7 MOHAP
Application Topology.
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5. ROLES AND RESPONSIBILITIES

5.1 Overview

There are a myriad of roles in an organization having specific data-oriented tasks that
are required to be undertaken, however the most cardinal viewpoint that ensures an
effective and successful implementation of enterprise-wide Data Governance is stated
below;

SUPPORTING DATA GOVERNANCE IS THE
RESPONSBILITY OF EVERY ORGANIZATIONAL ROLE

5.2 Role Definitions

Below mentioned are the key Data Governance roles functioning in MOHAP along with
their well-defined responsibilities and example of key MOHAP Positions that essay
these roles.

a @ £ 2 48 B

Director Business Data Owner Data Data Analyst Data
Owner Custodian Users
PEVEWAE YA
Public
Subject Matter IT Technicians Statistician
Experts Journalists
Department System Engineer Bio-Statistician
Directors Section Heads Department i S.R.C Academician
Database Admins Data Scientist
Senior Statisticians Researchers
Network Engineers Data Engineers
Project Managers Business
Others Analysts

Figure 3 - Data Governance - Roles & Responsibilities

Role Description Responsibilities

Management personnel who is chiefly

. . 1 Managing Data goals of the enterprise.

Director | et oo sebens s e | Le2dng developmentof ol
. o . standards , processes and procedures
E:ic:erlymg data generated within their to ensure the continuous improvement

in data quality.

Ex: Directors of each MOHAP department
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Individual that has direct operational
responsibility within each business

Governance and Ownership of key Data
Systems belonging to his/her
department.

Review and Approval of data requests

Business unit for the management of one or pertaining to data belonging to the key
Owner more type of data Data Systems.

Ex: Section Heads of each MOHAP department il requirements, esalvE queries
and address concerns pertaining to the
data belonging to the key Data systems.
Accountability for all aspects of data
governance and quality in Business
Unit.

Review and Approval of sensitive or
classified data prior to sharing with
requestors.

Department which has central Defining the usage and accepted terms

Data Owner | responsibility for Data Governance. of Critical Data Elements (CDEs)

Ex: Statistics and Research Center published in a data dictionary.
Identifying , resolving and escalating
high priority/impact data quality issues.
Providing overall data management
strategy, ongoing sponsorship,
leadership, active engagement, and
incentives within their Business Unit.

Individual responsible for the Maintaining of physical and system

Data operation and management of security as per data classification.
. systems and servers which collect, Complying with applicable Enterprise
Custodian manage, and provide access to data. Services policies, standards and

Ex: IT or Network Engineers/Analysts, Data T '

Base Admins, ETL resources etc. gwdellnes.

Implementing tools for data collection
and analysis to support the work of
multiple roles.

Individual responsible for Assisting data providers for the delivery

Performing data collection, collation, of data to the organization.

Data validation and analysis activities, Supporting the development of a
Analyst including verifying data quality; standardized data governance

Exg Staustluans_, Bio-Statisticians, Data framework.

Scientists , Business Analysts , Consultants .

etc. Supporting the development and
maintenance of suitable technical
environments for hosting the data
management and analysis framework;
Finding and extracting value from data

Sl e Uee of dhla el e sets using the data dictionaries and data

organization. A data user is anyone ::atalogs. ith oth b fd

Data Users | who extracts value from data . nteracting with other members of data

Ex: Statisticians, Bio-Statisticians, Data
Scientists , Business Analysts, Consultants etc.

governance like custodians and
business owners.

Bringing attention to data governance
team with quality or credibility issues.
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Following appropriate security measures

to protect sensitive data.

1

Table 1 - Data Governances Roles and Responsibilities
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6. DATA GOVERNANCE

6.1 Definition

Data governance comprises of overarching policies, processes, standards, and metrics
which ensure data is created, processed, distributed, and used efficiently and effectively
within an organization. An Effective data governance ensures that data is consistent ,
trustworthy and used as intended.

The MOHAP possesses a strong and robust enterprise Data Governance framework for
meticulously managingi t sé vast vol ume iasfnunkrausa spread acr
departments, facilities, centers and associated offices.

Data Governance also plays a pivotal role for MOHAP in the collection and sharing of
key healthcare data to and from numerous Internal and External entities, Governmental
Agencies, Private Companies, Emirate-wise Statistics Centers, Universities and others.

Data governance is a set of processes, policies, and
standards defined for managing information within the

~ D (@ ) (@
& P P

Data Governance

Ensures

\ /

Standard communication

processes across considers every bit of Data Governance

enterprise for Ien?e:prci)sé “Tea tion 7 enskures,hall dgciﬁion
makers have right

i  Data Acquisition accesses to complete and

i1  Decision making  Databases accurate information

i1 Problem resolutions 1 Documents across business

i1  Change management 1 Data Models processes.

1 Escalations procedures i  Organizational charts

e ) @& ) @ )

Figure 4 - Data Governance definition
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6.2 Benefits

In general, the implementation of an enterprise data governance framework yields the
below mentioned benefits for any organization;

1.
nabling dat

consistency,
accuracy &
6. completeness
Controlling
Data Access
and Security

2.
Improving
data quality

Data
Governance
5. BenefTits
Supporting in
financial the use of data
performance to aid decision

4.
Enhancing
business
planning

Figure 5 - Data Governance Benefits

The impact of above benefits from the MOHAP perspective is articulated below;

® ©

Possession of a vast ocean of rich and accurate
Healthcare Data (Clinical, Statistical and Operational)
at UAE level.

Better planning in terms of health workforce,
infrastructure, policies and health services for citizens

Astute interpretation , assessment and analytics of Identification of commercialization possibilities of this
this data. data indicating additional revenue streams.

Enforcement of restricted access, use and control of
this data by identified internal and external
stakeholder entities.

Utilization of this data for evidence-based policy
decision-making.

Figure 6 - MOHAP Data Governance Benefits
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6.3 Framework

The below diagram reflects the MOHAP - Data Governance Organizational

Framework comprising of the list of Key Governance Authorities, Internal and External
stakeholders and Data Request/Approval flows.

- g EXTERNAL ENTITIES
Data Governance Cabinet

MOHAP Top Management

2

l Request Approvals

Governmental Entities

Medical Facilities
. - Statistics & Research Center (Data Owner)
SR S CDO (Chief Data Officer) Data Responses .

2 UNIVERSITY

(=) - ¥:

e Agr :SLAs, Confidentiality Forms Universities
E=—+
S5

MOHAP — IT Security = Business Owners Data Analysts Data Users. =

E
n
2
@

&Quality (MOHAPIT — External Ensiies System EEEn
Integration) HEEH]
s
g@ = Data Requests rivace Fir
1Din Requests. ‘Dnakesponses

B @ @B o8 B8 @

....... Digital Health Public Health Organ Transplant

o

B % o] ’HHBH
8 % Heace
c # Hooes
5 @ [ooca
a -]

INTERNAL ENTITIES

Figure 7 - MOHAP Data Governance Structure

1. Data Governance Cabinet
This cabinet consists of the MOHAP Top Management working in MOHAP with the
aim of providing health care that is responsive to the needs of individuals and falling
in line with the development and future vision of the state in all sectors and strives to
be the world's best in all the services provided to people living in the UAE.

Key Data Governance Activities

Member Chief Data Governance Role

Oversee all policies, laws and activities pertaining to Data Governance.

MOHAP Top Provide official Approval on sharing any data related to National Agenda,
Management International Organizations and Newspapers/Media.

Provide official Approval on sharing any data to Private Sector companies.
Represent MOHAP in Service Level Agreements with external entities

containing terms and conditions on data sharing.
Table 2 - Key Data Governance Cabinet
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] 2. Central Data Request Governance Body

S5 STATISTICAL & RESEARCH CENTER (SRC) is the chief Data Owner ,
t:‘! Custodian and Request Platform for all Healthcare based Clinical,
Statistical and Operational data in UAE disseminated from MOHAP.

g 1 The Director of this department serves the role of Chief Data Officer who is
%\\»‘;‘ responsible for all the data within the organization as well as all data for UAE

AW health across the country.
Y

A
S 1 The Section Heads of each Section in this department namely Statistics,
s‘\xv';t Research, Disease Registry and Data Science & Informatics, play the role of

K

i Business Owners having the best subject matter expertise on their respective
R Data Sets and provide official approval on certain Confidential data.

¥

5:3;1 1 The Data Analysts/Users of this department essentially collect various Statistical
Y Data from relevant internal and external entities across all emirates, with the
3\."‘;' ultimate goal of data aggregation and generating UAE level data. This is used
%} for reporting in areas such as WHO core indicators, National Agenda 2021

S indicators, Sustainable Development Goal indicators etc.

X\

S
B

1 As per the Ministerial Decree No 4259 of 2017 , The Statistics and Research
».:30{;4 Center (SRC) of MOHAP is the only entity authorized to review and approve all
rete UAE level healthcare statistical, clinical or operational data before dissemination
& with other internal or external entities. All MOHAP departments must respect

= A
20 all stipulations of this decree thereof.

XY

t:"’ 1 A detailed SARC Request Workflow is present in Appendix section - 9.1 SARC
BN Request Workflow which exactly describes the overall data request process;

o

] Request Platform : All the requests related to statistics have to be
requested through statistics section request email address
Sy (sarc.request@mohap.gov.ae).

S Request Prioritization : The request received are prioritized by the handler
= depending on defined SRC guidelines for request priority. Every request
%\\n"‘;‘ received will be responded as per the defined priority.

‘&9‘!
;g,,";] Request Assignment : Received request has to be allocated to a particular
section as per request type (statistics, research or national disease

registry). The individual Section Heads are responsible to allocate the

XD

X2
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S0 required request to the personnel from their respective section. All the
= requests are required to be assigned to any particular staff within 24 hours
;}i{;‘ from the receipt of the request along with the priority specified for the

S request. The staff in-charge of SRC will inform the requestor about the

S estimated time of completion for the request.
D)

%\\;.:;4 Request Assignee Responsibility : Assigned person has to respond with
S50 the expected time required for resolving the request. In order to aid Data
g Quiality and Consistency, Below steps are mandatorily performed;

g\\&;‘ a) Standard Report Template : Once the data is ready, the
S staff has to conform to the official MOHAP - Government Communications
Y format standards for Report Data is present in Appendix section - 9.3

e
%\m‘ SARC Report Template

N\
Sﬁ'{ b) Data Peer Review : Thereafter the staff has to assign the
§;"g’ request to another peer for peer review of the request resolution before
».%1;;4 sending response to the requestor.
‘&7’
S Request Management Review : For any request which requires sharing of

A confidential information, an approval is required before sharing this data
S with the requestor. The approval should be taken from the SRC Director
».};;"4 and/or H.E. Undersecretary of the Ministry along with a confidentiality
s agreement which is required to be signe
5 above level and shared back by the requestor to SRC. In case, no

SP
] approval is provided by the requestor then the request will be refused and

S

dy stands cancelled.

?:'"‘;: Request Closure : Once the data is ready, It is incumbent upon the
] SARC.REQUEST team to thereafter share the final data with the
S requestor post validation and post approval process.

XY

o 1 As an example of Data Governance Journey, In the appendix section - 09.2 Data

N Governance Journey , SRC Sections - Statistics and Disease Registry data is
5l present which contains the End to End Data workflow of each Data Set being
RIS worked on by the respective section, right from the Data collection from Source
System, to Data Processing/Aggregation on received data, Final Data

5\1';‘ publishing and Data Dissemination to identified stakeholders.

:\.;" 3. Central Database Governance Body

“\\{;‘ As articulated in Data Architecture section, the Data from various Systems

N "-‘ internal and external to MOHAP are extracted and stored in designated system-
: specific Databases which are governed by MOHAP-IT department. The MOHAP-

S

X2
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IT systems also have direct integration with couple of the External Entity systems
such as Licensing, Birth & Death, HIS etc.

4. Internal Entities
These are various internal departments of MOHAP such as Licensing , HR , Public
Health and Prevention etc. Each of these are custodians of their own local data
however are obliged to share data on need-basis with SRC department as well as
officially send their data requests to the SARC.REQUEST platform.

5. External Entities

These refer to those organizations which are such as outside the MOHAP
ecosystem Governmental Entities Ex: DOH (Department of Health i Abu Dhabi),
Private Companies, Universities etc. There are Service-Level agreements for
data sharing signed between MOHAP and some of these External Entities which
facilitate co-operation , compliance with relevant methodologies, support of
statistical and research integration , provision of data-exchange framework and
avoid duplication of statistical work performed.

In relation to Health Data Sharing, MOHAP is adhering to the Cabinet Resolution

No. 32 of 2020 which is concerned with use of Information and

Communication Technology in Areas of Health.

This is a Health Data Law centered around obligations for the collection,

processing and transfer of health data by a broad range of entities within the

UAE, including healthcare providers, health insurance providers, healthcare IT

providers and providers of direct and/or indirect services related to the healthcare

sector.

It has a series of articles pertaining to below areas;

s Definitions of Consent and Personods

s Health Authorities and Concerned Authorities joining the Central System

s Persons authorized to access the Central System

¢ Controls for permission to use the Central System

5 Conditions and Controls for Using the Central System and Sharing Health
Data and Information

s Controls for Saving Health Data and Information by Means of Information and
Communication Technology

¢ Cancellations and many other aspects.
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Y Additionally, The Service Level Agreements (SLAs) signed between MOHAP and
External Entities typically highlight the adherence to the terms set in the SLA
{i,{; without prejudice to the inherent competencies of each entity across a series of
“.; articles pertaining to below areas;
NG ' -
=t SLA Area ‘ Salient Features

RND)
i\i{-‘ 1 SLA aims to establish closer statistical and research
- cooperation between the entities which complies with
I relevant methodologies, supports statistical and
@«»:F; research integration across country and help prevent
t:\i,,{;t Objectives statlgtlcal work duplication. .
=5 1 Provide framework for exchange and reproduction of
S data.
%‘\2:?4 1 Promote compliances with local and international

RFM

S methodologies, stands and data quality improvement.

S P .. - . .

2:";: 1 Optimize use of administrative records in UAE.

S

:;'; For each Data Set there are certain co-operation/agreements
XM

b between the entities;

S 1 Entities agree to co-operate in the exchange of data
S and information within stipulated time frames.

S . 1 Entity 1 agrees to provide MOHAP data to facilitate
?}"" Co-operation identification of certain Key Health Indicators in UAE.
2 7 Raw Data for certain data set will be shared between
:\?f, both entities.

5L 1 Entities shall provide data that facilities statistical work
and caters to Urgent, Important and Adhoc requests.

S
SN 1 Request to be made within mechanism of cooperation.
S Adhoc- . . .. Ly .
=t 1 Period of data availability shall be within 1-5 working
N Requests days

N

‘wa 1 Data will be exchanged securely through official

d Data shared folders , usb pen drive or email basis data
S Exchange size.

S Properties 1 IT departments of each entity will be involved to
w;’;] ensure safety of data transmission.

2

1 Both entities to agree on performing data checks for

= correctness and accuracy prior to sharing.

: Data Quality
5‘\;\7»}‘ 1 Written notification to be shared by either entity basis

] edit on shared data.

S

M
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Data received by either entity to be checked for
consistency and any gaps found shall be shared within
5 working days.

Entities will agree to provide metadata of data being
shared.

Data
Confidentiality

Entities shall adhere to all regulations that protect
confidentiality of data and ensure non-disclosure.

Confidential data will be treated by receiving entity
with same care and diligence as that of own internal
data.

Data
Reproduction

Data released by the entities is protected by
copyright. Neither entity may fully or partially
reproduce such data without written permission and
source acknowledgment.

Both entities to respect flagging of data which is non-
publishable and thus used only for internal purposes.

Entity who is not prime source of data will cite other
entity as source in any publication or data release.

Co-ordination
Arrangements

Focal points will be nominated by each Entity for
regular follow-up of SLA performance and assess
commitment of each entity towards SLA terms.

Details of focal point such as Name, Designation,
Phone and Mail shall be documented.

Dispute
Handling

Entities shall seek to amicably resolve any emergent
disputes by first involving designated focal points and
general coordinators.

Event of failure to resolve issue by focal points shall
lead to representatives from each entity to jointly
endeavor to resolve the issue.

If issue still persists then respective Board of Directors
of each entity to get involved to resolve issue.

Notification

Any official correspondence among Entities shall be written in
Arabic Language and addressed to the nominated focal
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1 The entities may review and update present SLA basis

request for either entity.

Amendments ) ,
1 SLA update to come into effect only after written and

signed agreement is completed by both entities.

Table 3 - SLA salient features

6.4 Ownership

In MOHAP, Data is gleaned from multiple external entities as well internally created.
Thus, it is essential to explicitly define and state the ownership of this kind of data. A
decree was also signed by the Undersecretary of the MOHAP, as an official policy to
manage Data Ownership.

Below are the two types of Data Ownership possibilities related to the MOHAP Data
Governance system;

a) MOHAP Ownership

1 Any data which is created within any of the departments or facilities in MOHAP
ecosystem is considered to have MOHAP Ownership. This data is safely stored
in a secure shared-folder server with access provided to only those relevant
individuals/roles who need to either review, work or share that data. As
mentioned earlier ;

NOTE : Essential ownership of all UAE healthcare data lies with the

Statistical and Research Department of MOHAP.

1 If any externally sourced data is utilized for creating or modifying any MOHAP
data then that external entity is mandatorily stated as an official data source for
that data.

For Ex: If Manpower Raw Data from Department of Health i Abu Dhabi (DOH) is
utilized to calculated any particular indicator For Ex: Health Workforce Density;
then its explicitly stated that DOH was the source for that data.

b) External Ownership

=% Any data which is not created within the MOHAP ecosystem and has originated
from any external entity ie. Governmental Entity, Private Company , Research
Institute or Medical Company etc., is considered to have External Ownership.
This data is typically obtained based on Service Level Agreements (SLAS) or
official agreements signed with the concerned entities.
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+ Designated focal points of the external entities are responsible in disseminating
their data in a timely and secure fashion with MOHAP. If their data is utilized AS-
IS by MOHAP for any report, raw data or indicator calculation then that
designated entity is explicitly credited as the Original Source for the data.

6.5 Policies

Policies related to Data Governance typically contain a set of rules for safeguarding
Organization-wide data and establishing standards for the access , usage and integrity
of this data. The chief purposes for this policy is to accentuate data criticality as well as
promote a culture of data security involving active role of all stakeholders.

A policy document created by the SRC department named with document SARC
Request Policy code# USO/Admin/138 can be found on MOHAP Open Data website.
This is used as an example of the one of the core Data Governance Policy documents
within MOHAP.
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7.1 Definition

Data Quality is a measurement of the condition of Data in terms of Consistency,
Validity, Accuracy, Uniqueness, Timeliness and Completeness. On account of the
continuously increasing volumes of diverse data present in MOHAP spread across its
various departments, It is of utmost importance that this data is factually accurate,
perspicuous , shareable and actionable for key decision-making and insights. Hence
special focus is laid upon Data Quality in the entire MOHAP data ecosystem.

7.2 Dimensions

The Dimensions of Data Quality are a set of defined data measures which relate to
multiple data attributes, records , tables , systems, sets etc. which help describe the
guality of data existing in an organization. Below mentioned are the Key Dimensions
which are considered in all undertaken practices throughout the process of handling
data, from acquisition, to implementation, distribution and analysis.

CONSISTENCY

Measurement of compliance
with formats, values and
definitions across multiple
datasets.

TIMELINESS

Measurement of time between
when data is expected and

when it becomes available for
use.

VALIDITY

Measurement of data
conformity to syntax &
definition, meeting standards
and devoid of errors.

COMPLETENESS ? @
% ©)

Measurement of availability of Measurement of syntactical and
required data attributes and semantical data correctness basis

UNIQUENESS

Measurement of singularity in
recording of deduplicated data.

Data Quality
Dimensions

ACCURACY

conformity to requirements. appropriate documentation, sources or
business rules.

Figure 8 - Data Quality Dimensions

The Data Quality Indicators utilized in the SRC department as a reference which
emphasizes the focus on Data Quality in MOHAP are present in Appendix section - 9.4
Data Quality Indicators.
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/7.3 Management Process

The comprehensive MOHAP Data Quality Management Process described below

consists of

Implementation - For continuous improvement of data quality.
Data-Related Support - To enable implementation process by providing IT

support .

Resource Provision -To provide resources and training services.
Data quality management contributes to the processes, roles, standards, and metrics of
data governance, helping to ensure the effective and efficient use of data in enabling an
organization to achieve its goals.

0 IMPLEMENTATION

Q DATA-RELATED SUPPORT

Data Quality Planning

Requirements Management

Data Quality Strategy
Management

Data Quality Policy/Procedures
Management

Data Quality Implementation
Planning

=

Data Quality Control

Provision of Data
Specifications & Work
Instructions

Data Processing

Data Architecture Management

Data Transfer Management

Data Operations Measurement

Data Security Measurement

%

Data Quality Monitoring &
Control

Data Quality Improvement

Requirements Management

Data Cleansing

Process Improvement for Data
Nonconformity Prevention

&

Data Quality Assurance

Review of Data Quality Issues

Provision of Measurement

Criteria

Measurement of Data Quality &
Process Performance

Evaluation of Measurement
Results

e RESOURCE PROVISION

Data Quality Organization
Management

Human Resource Management

Figure 9 - Data Quality Management Process
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7.3.1 Implementation Processes

Main-
Process

Sub-Process

Overview

Data Quality
Planning

Data Quality
Control

Data Quality
Assurance

Overview

It is bolstered by the existence of MOHAP
Strategic Plan focusing on client requirements and
continuous improvement of Data Quality
Management System (DQMS).

A set of detailed processes, policies, procedures,
and plans have been created to detail the actions,
levels, cost, resources, and capabilities required to
achieve these objectives.

Requirements Management

Identification of Stakeholder needs and
expectation in terms of legal & regulatory
requirements relevant to DQMS.

DQ Strategy Management

Definition of Data Quality (DQ) Strategy with
vision, long and short term goals, roadmaps etc.
communicated through internal channels and
outcome reviewed quarterly.

DQ
Policy/Standards/Procedure
Management

Documentation of Manuals defining boundaries
of DQMS, Policies towards strong DQMS,
Procedures_to support compliance with standards
and Forms as evidence of implementation of
documented procedures.

DQ Implementation
Planning

Overview

Formulation of Plan for Data Quality
Implementation inclusive of DQ scope, target and
resource allocation.

It is fostered by preparing implementation plan and
processes that create, use and update data as per
specific work instructions

Provision of Data Specs. &
Work Instructions

Development of specifications describing data
characteristics used for Data Processing and
Control through quarterly reports preparation.

Data Processing

Adoption of FCSC System for performing data
C.R.U.D operations in accordance with data
specifications and work instructions.

DQ Monitoring & Control

Overview

Establishing DQ Monitoring and Control basis
Risk Identification, Analysis, Impact and Priority.

It is undertaken to measure Data Quality levels
and process performance used as evidence to
evaluate impact of poor data on business
processes.

Review of Data Quality
Issues

Initiation T Responding to issues and non-
conformities raised through data processing by
internal or external stakeholders. Analysis i
Review and investigation of above issues/non-
conformities to find trends/patterns in non-
conformity and to check if stakeholders needs are
being met or not.

Provision of Measurement
Criteria

Determination of Data and processes
measurement and Development of Key
Performance Indicators and Measurement
methods.
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Establishment of measurement resources and
Measurement of DQ levels and process
performance levels.

Analysis of measurement results of data quality
and process performance and Evaluation of their
impact.

Measurement of DQ &
Process Performance

Evaluation of Measurement
Results

It involves analysis of the root cause behind data
quality issues based on Data Quality assurance
activities. The aim is to prevent future data issues
by correcting current ones.

Analysis of root cause of Each DQ issue and
Root Cause Analysis & effect on business process is gauged. Thereafter
Solution Development solutions to eliminate root cause are proposed
Data Quality basis feasibility.

Improvement Correction of identified data non-conformities
in the available Data Set and development of
actions to prevent recurrence of actual/potential
non-conformities.

Making improvements to activities, outcomes and

Overview

Data Cleansing

Process Improvement for resources of processes and evaluation
Data Non-Conformity effectiveness of process improvements
implemented.

Table 4 - Data Quality Management - Implementation Processes

7.3.2 Data Related Support Processes

ETE .
Sub-Process  Overview
Process
It provides the implementation process with Input data, Control
Overview Information and support for continuous improvement of Data
Quality.
Data Entailing exchange and sharing of organization-wide common
Architecture data and Management of organization-wide data-related artefacts
Data- Management to be used within MOHAP ecosystem.
Related Data Transfer Recording of data transfers for analysis and checking that data
Support Management transfers meet applicable data specifications and work instructions.
. Provision of environments to ensure efficient processing of data
Data Operations
and Management of data-related software and tools for data
Management ; . . X
modelling, quality analysis and cleaning etc.
Data Security Establishing of data security criteria, management of data
Management access authorization and audit of data security.
Table 5 - Data Quality Management i Data-Related Support Processes
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? 7.3.3 Resource Provision Processes
SRy Main-
Process

Sub-Process Overview

It provides and controls organization resources required for the
performance of Implementation and Data-Related Support.
Establishing units supporting data quality management and
ensure important decisions on DQ issues are taken. Clear
escalation process is established to ensure decisions are taken at
correct organizational level. Documented data is also managed
here.

Overview
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/r,;ﬂ\a‘" o w /
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NSNS

DQ Organization

Resource
Management

Provision

>

NAIES

Human

Resource

Management
Table 6 - Data Quality Management i Resource Provision Processes

Provision of data quality knowledge and skills, data quality
personnel and knowledge management.
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7.4 Issues

Below mentioned are a set of general quality issues encountered whilst receiving data
from external sources or at times even in internally created data items;

2\

N

Y
\Mi ],Az&
SO,

Y «/’\ )

Incomplete data : Laden with missing or blank items. Ex: Table/File having
blank data under Gender field.

‘/i?y A
R
N SO0

‘?@7’/
NNESS

8

Table: Manpower
INETE] Gender Facility
Abdullah Male Hospital

Maryam © Clinic

797
SZL G5

SO STAO,

Inaccurate data:Whi ch doesndét conform taExhe spec
Data requested for Entry-Level Nurse however data received for Senior Nurses.

S

VISV

File 1: Expected Data File 2: Received Data
mo Name Designation Facility INET[: Designation Facility

S Fatima Junior Nurse  Hospital Hospital
@ Ameera Nurse Intern Clinics Halima Clinics

LR
S

Sl Invalid data : Filled with erroneous or ambiguous content. Ex: Having data of
S Males in a Pregnancy related clinical data report.

File: Pregnancy Data

Delivery Mode of
Type Delivery

=t Jamila Spont. Vertex

S Assisted Breech

3 Name

OGS

OGS

Obsolete data: Data which is no longer valid. Ex: Latest data requested
however received data older than 5 years.

File 1 : Expected Data File 2 : Received Data
Emp ID Designation Year Emp Id Designation Year
1234 c Sr'lt t 2021 1234 Consultant 2016
O”TSU ta” 5678 Test Lead 2016
es

5678 2021
Manager

R L N L LR L
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Duplicate data : Multiple instances of same data in a single file. Ex: Multiple
records of the same Employee with same Employee Id but different department
details in a file.

File: Employee Data

Department

Salama HR
Salama Finance

Inconsistent data : Data which is contradicted across multiple file versions.
Ex: Variance in data of patient across multiple files.

File 1 File 2
Empld NET[C] Nationality Empld Name Nationality

1234 Ahmed Egyptian 1234 Ahmed Pakistani
5678 Omar Indian 5678 Omar Jordanian

Data downtime : Corruption in data on account of environmental or tool
related issues.

Ex: Data sharing latency on account of environmental or server issues present
with Source system.
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7.5 Activities

Measures to eliminate Data Quality issues which were mentioned above are undertaken
by all Data Governance Roles (as applicable) of each MOHAP Department. The typical
activities carried out to ensure Data Quality are highlighted below;

Updating
Updating of missing data through

Planning

Sharing of precise data requirement templates
in Excel/Word/Email format etc. to ensure
correct data is received.

verification from multiple systems.

Standardization
Applying International Standards

(SEER,ICD,AJCC) on certain
disease registry data.

Auditing

Examination of Data to check
conformance with specified
requirements. Else communicate
back to source.

Quality
Activities

Conducting Meetings
Synergistic communication with
stakeholders through
mails/phone/meetings for discussing and
sorting data issues.

Cleaning

Duplicate removals, Error
rectification, Null Value
management.

Benchmarking

Comparing current data with

historical data to ascertain
accuracy.

Peer Reviewing
Review performed by fellow

colleagues to cross-verify and
double-check the data.

Figure 10 - Data Quality Dimensions

In addition to above activities the final confirmation on the veracity of sensitive or critical
data is provided by the Management Review in MOHAP either at Undersecretary or
Department Director or Department Section Head level.

Basis which the final data is published and shared with external local and international
entities.

Below is the mapping of above Data Quality Activities to the Dimensions of Data
Quiality;

Data Dimension Data Quality Activity

Consistency Planning , Auditing
Validity Auditing , Standardization
Completeness Updating
Timeliness Conducting Meetings
Uniqueness Cleaning

Accuracy Peer Reviewing, Benchmarking

Table 7 - Data Quality Dimension - Activity Map
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7.6 Metadata Management

5.6.1 Overview

Metadata management plays a pivotal role in MOHAP data governance by empowering
all Data Users to derive value from the diverse and rich data sets they have at their
disposal. Metadata is essentially data about data, which enriches the users with the
information they need to add context to this data. Common metadata elements in data
include title, description, tags, categories, author, modification dates, lineage, and more.
Metadata management is a key component of data governance since it addresses
many of the core issues that governance initiatives are designed to combat such as lack
of standardization, ambiguous data ownership, undefined data quality rules, data
security concerns, compliance concerns, an absence of lineage, communication issues,
categorization problems, and more.

5.6.2 Examples

Below are existing examples of Data Dictionary files that facilitate Metadata
management. Essentially these files contain the Numerator, Denominator, Reporting
Frequency, Calculation Methodology , UAE /International Data Sources and numerous
other relevant data for the gamut of Health Indicators calculated and reported by
concerned departments in MOHAP.

Area Description

WHO Core
Health
Indicators -

Data Dictionary

This document provides the metadata definitions and year-wise values for the
list of WHO Core Health Indicators which shall be used by the MOHAP in
accurate calculation, documentation and eventual reporting of these indicator

values.

All UAE Health
Indicators -

Data Dictionary

This document provides the metadata for all indicators calculated and reported
by MOHAP namely WHO Indicators, National Agenda Indicators,

Competitiveness Indicators, National Health Workforce Account indicators, ILO
indicators and other Quality indicators. It can be found on MOHAP Open Data

with document name - Health Indicators Data Dictionary.

Disease
Registry
Elements - Data

Dictionaries

These documents provide the description and list of data elements/items across
Disease Registries related to National - Injury & Poisoning , Diabetes,

Cardiovascular and Cancer registries in UAE.

Table 8 - Metadata Data Dictionaries
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7.7 1SO Certification

The MOHAP was awarded in the year 2021 with the
International Organization for Standardization (ISO)

Certificate of Compliance (ISO 8000-61:2016) towards

Data Quality Management. This is a major milestone
which signifies the excellent adherence to Data Quality Standards basis
actual implementation of Data Quality measures by each department of

this organization.

CERTIFICATE

of Compliance

This is to certify that the Data quality management: Process reference
model requirements of

MINISTRY OF HEALTH AND PREVENTION.

Ministry of Health & Prevention, Muhaisnah 2, Mohammad Bin Zayed Road,
P.0. Box 1853 - United Arab Emirates

Upon request from the management of MINISTRY OF HEALTH AND
PREVENTION, W3 Solutionz has performed an independent assessment
of the c pany’s ¢ against principles and c of:

ISO 8000-61:2016

IN RESPECT TO THE PROVISION OF COMPREHENSIVE, INNOVATIVE,
AND FAIR HEALTHCARE SERVICES AS PER INTERNATIONAL
STANDARDS, AND PERFORMING THE ROLE OF HEALTHCARE

REGULATOR AND SUPERVISOR THROUGH HEALTHCARE SUPPORT.

Director of Certi
ACS W3 Solutionz

Mlled ( ‘. W c/E- »
, Off. M-02, Bldg: €-70, ME-10, Abu Dhabi ~ United Arab Emirates. Web:

Certificate No.:
21.67.AE401807.00
Original Approval:
10% April 2021
Certificate Issuance:
18t April 2021
Certificate Expiry:
17% April 2024
Re-Certification:
09th April 2024

3 Solutionz assume no liability to any other party other than to the client. This certificate becomes invalid if
com /doc/F oP.pdf). This certificate is the property of W3 Solutionz FZE dba

Figure 11 - Data Quality ISO Certificate

vested interest in information or data quality.

04 -220032

ISO 8000-

Overview :
61:2016 specifies the
processes required for data
guality management. The
processes are used as a
reference to enhance data
guality and assess process
capability or organizational
maturity for data quality
management.

It defines characteristics of
information and data that
determine its quality, and
provides methods to
manage, measure and
improve the quality of
information and data.

It specifies the processes
required for data quality
management. This
specification is used as a
reference for assessing
and improving the
capability of the processes
or increasing organizational
maturity with respect to
data quality management.

It is intended for use by
those actors that have a
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